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Preface

This book presents the procesdings of the Third Interhational Conference on Trust,
Privacy and Security in Digital Business (TrustBus 2006), held in Krakéw, Poland,
September 5-7, 2006. The conference continues from previous events held in
Zaragoza (2004) und Copenhagen (2005), and maintains the aim of bringing together
academic researchers and industry developers to discuss the state of the art in
technolegy for establishing trust, privacy and security in digital business. We thank
the attendees for coming to Krakéw to participate and debate the ncw emerging
udvances in this area.

The conference programme included two keynote presentations, onc panel scssion
and eight technical papers sessions, The keynote spceches were delivered by Jeremy
Ward from Symantec EMEA on the topic of “Buoilding the Information Assurancc
Community of Purpose”, and by Giinter Kagjoth from IBM Research - Zurich, with a
talk entitfed “Privacy Practices and Economics — From Privacy Policies to Privacy
SLAs”

The subject of the panel discussion was “Is Security Without Trust Feasible?”
chaircd by Leszek T. Lilien from Western Michigan University, USA. The reviewed
paper sessions covered a broad range of topics, from access control models 1o security
and risk management, and from privacy and identity management to security
protocols. The conference attracted 70 submissions, each of which was assigned to
four referees for review. The Programume Committee ultimately accepted 24 papers
{or inclusion, which were revisced based upon comments from their reviews.

We would like to express our thanks to the various people who assisted us in
organizing the event and formulating the programme. We arc very grateful to the
Programme Commitlee members, and external reviewers, for their timely and
rigorous reviews of the papers, Thanks are also due o the DEXA Organizing
Conunitiee for supporting our event, and in particular 10 Mrs. Gabriela Wagner for
her help with the administrative aspects, We would also like to thank Sokratis
Katsikas, Javier Lopez and Giinther Pernul for their past efforts in establishing the
conference series, and their valuable advice and assistance in enabling us to take it
forward.

Finally we would like to thank all of the authors who submitted papers for the
event, and contributed to an interesting set of conference proceedings.

September 2006 Simone Fischer-Hilbner, Karlstad University, Sweden
Krakdw, Poland Steven Furnell, University of Plymouth, UK
Custas Lambrinoudakis, University of the Acgean, Greece
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52 A, Rodriguer. E. Fernandez-Mcdina, and M. Piattini

vulnerabilities [17], which clearly justfy the need of increasing the cffort in the pre-
development phases, where fixing the bugs is cheaper 1141

I we consider that empirical studics show that if is common at the business process
level that customers and cnd users are able to eXpress their security needs [14], then it
is possible to capture at 2 high level, security requirements casily identifiable by those
who models busingess processcs. Besides, requirements specification usually resulis in
a specification of the software system which should be as gxacl a8 possible [1], since,
effective business process models facilitate discussions among different stakeholders
in the business, allowing them o agree on the key fundamentals and to work towards
common goals {5].

For business process maodeling. there are several languages and notations (8],

however, UML (Unified Modeling Language) is & widely accepted standard notatiomn.
The most important change of UML 2.0 version with respect 10 the previous ones has
been that of the activity diagrams which improve the business process representation.
Our work considers a UML 9.0 extension that allows us 0 incorporate security
requirements it activity diagrams from the perspective of the business analyst. We
have considered the security requirements identified in the axonomy proposed in [71.

Our proposal is based on the MDA (Model Driven Architecture) approach. We will
define early requirements identification using UML aud this will make it possible to
perfore independent specifications of the implementation. Moreover, we believe that
it is possible to have two different perspectives about security requirements at a high
level of abstraction. One ol them related 10 business analysts and the other associated
with security experts. In this paper we have deepened in the first perspective.

The structure of the rest of the paper is the following: in Section 2, we will
summarize the main issues 4boul sccurity in busingss processes. In Section 3, we will
present a bricf overview of UML 2.0 activity diagrams and extensions. In Section 4,
we will propase a UML 2.0} extension Lo Tepresent securily requirements. Finally, in
Section 5, we will present an example and in Section 6 our conclusion will be drawn.

2 Security in Business Process
In spite of the importance of security for business processes, we have found out two
problems. The first one is that modeling has 0oL been adequate since, generally, those
who specify seeurity requircments are yequirements engineers that have accidentally
tended to use architecture specific restrictions instead of security requirements [6).
And in the second place, security has been integrated into an apphication in an ad-hoc
manner, often during the actual implementation process [2], during the system
administration phase [13] or it has been considered like outsourcing 16].
An approach to model securily considering geveral perspectives 15 presented in 191
Authors take into consideration the following perspectives: staiic, about the processed
information security, functional, from (be viewpoint of the sysiem processes,
ubout the security requirements from the life cycle of the objects involved in
the husingss process, organizational, used to rclate respensibilities to acting parties
within the business process and the business processes perspective, thal provides us
with an integrated view of all perspectives with 2 high degree of abstraction.
Muoreover, capturing the security requirements of a system 18 & hard task that must be
established at the initial stages of system development, and busincss spruces offer 2

dynamic,
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view of business struclure at i y
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tind. of application ,This |(c:ma security rcqulrcmcnts tend to vary depending on the
spplioution ut the hig.hcm leve?]m(?ro:lblsle' S‘a‘ld ab_out security requirements since any
val;;b]e and potentially vulnerable as;;“ths1 l{*_;; 'Wlli fond to have the same busie Kinds of
dom;ﬂ r;f;::;ha:-n(ril;ss ::_:ﬂwdg to sccuri.t.y s;_)ecil'icalions carried out by business
oy ometeg to, infmm;:, [ ,‘9.‘ 15], (.u) oriented to transaction security [20], {iii)
directly orlened o Inrorme jon systems in general {23] or (iv) thought for securily
v pcrformg,the gse[‘.r]; Moreover, ss,tveral works |10, 13, 14, 24] have used
i : speci mm(m. of securltylrequirements. In these works, aclivit
not been used to capture security requirements. However, we believi

a P T ¥81S P eir secunty re Sments
hat it is poss sie that business anal § Can ¢ v ¥ 8]
. st Xpress t b I

3 UML 2.0 Activity Diagrams and UML 2.0 Extensions

UML 2.0 is divi i SLTuC
specit 2 is dlmded into structural and behavioral specifications. Behavior models
.b ehav{(, uwdl e slru‘ctlu.ral aspects of a system change over time, UML has three
Sequcncz m:)u cL]ls activities, state machings, and interactions. Activities focu‘i‘(m the
;nachme; th:v ;:LOHS! and inputs and outputs for invoking other behaviors, statc
5 8 w cvents cause changes of object § i A
! ! § state and invoke ath i
and intcractions describe mess: i . et o
s $sage-passin d i i ’
e behrions 141 ge-p: £ between objects that causes invocation of
Activily diagrams z
I worklzotz:g[r;rsldre the UML: 2.0 elements uscd to represent business processes
e ]a_n UML previous versions, expressivity was limited and this fact
ontused 1.)05.5 ib]at[ id not us<1:Cl the orientation to objects as an approach for de;:ling
\ ssible to support flow modeling across a wi i f -
W, 38 a wide variety ot domains
e : 1 flo . . y lomains [3]. A
co“:f;;{ ‘spTc;he.\ the coordination of cxccutions of subordinate behaviors lEqi]n 2
o ac{l'm't' ata f?nw model. Activilics may form invocation hierarchies ,in\;okfn
other ucl[\i‘\l: illt;.r;,ll.llumatclly;-rcsolvmg to individual actions [18]. The graphical notatioﬁ
is a combination of nodes an s the |
e o ‘ d connectors that allow us to form a
On the o 3 i
oon 16 < I:her _h.a.nd, the Profiles package contains mechanisms that allow meta-
existing meta-models to be extended to adapt them for different

~ purposes. The profiles mechanism is consistent with the OMG Meta Object Facility -

M ~ . .
ilegl? 118}. UML profiles consist of Stereotypes, Constraints and Tagged Values. A
otype is a modei element defined by s name and by the base class to which 1t is

© assigned. straints i
L 1imi%a:':d Constraints are applied to the stereotype with the purpose of indicating
) ions (e.g. pre or post conditions, invarjants). They can be expressed in natura;:l.

language, programming language or through OCL (Object Constraint Language)




e
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i dened to a stereolype, specified us The stereotypes derived from «SecurityRequirements can be added to activity -
Tagged valucs are additional meta-attributes assIgn diagrams clements. Any security requirgiueny (NRy ADVL P Or ﬁC] gan be added w o
namc-vallm puirs. t and b SINESS ProOCEsses refer to aspects activity diagram elemears (e Tabile 1), For eximple, an wintegritys requirenwul can
iles and bus i ; . o ’
Research works related tg uML 2];(.1)‘131'% Bu; iness Process, Goal, Dchyerable and be specm_cd over data store, .cnn.rrol_ﬂ?w or ohject ﬂow'. .
of the business such as (fuslum‘;r& it refation (o business process dynamic structuaes «SecurityRole» and «SecurityPermissions» are related in different ways, because both
: i ata Ware i€ Al ! e aspects that ' be obtained i the UML. 2.0 el f activity di Table ). F
Measure [[2], Data Warchous e dering organizational aspects can be pbtained from the .0 element of activity diagrams (see Table 1). For
" activities considenng org e N . T . )
[22] or they add scmantics o tt-l;',z;tsl during the execution of an activity (1. example, «SecurityRole» can be obtained from activities, partitions or regions
allow Us tO CXPress resource Testn specifications, but it is not specificd in an explicit way over these activity diagrams
. - : elements. «SecurityPermissions is a special case, because, permissions depending on
. : Security - , ' ' i
4 UML 2.0 Extension for Modeling Business Process with cach activity diagram element which they are related to. For example, for Actions
R . ;ament : object, Execution or CheckExecution operations must be specified (see Table 3).
equir i
. ; i ents in the business . . ]
Our proposal allows business analysts to specify security I'g::fw!re‘rflwrit equircments : Table 1. Security Requircments and Activity Diagram Elements
ur.SSgpbg’ using activity dingrams, [t is the first part of a -bf’curity analyst, Both :
proces: ation that will have later to be complcmentcd by a 5‘_- | Y 1 business ! UML 2.0 ¢) for conlai t in activity dingrams
speciication LY W ieh the sceurity roquirements specifications i bu : Stereotypes for secure | | sy | MO Datn fo
perspectives let us e I activity specification Y] Pamien [ A e e
. | - — —
Processes. i Nomnrepudiation {NR) v
l AllackHarmDetection(AD) v v v v v v
WMM ActivtiyPartition ' Integrity (1) 7 v
e i } i Privacy (P) 7
Behavior : AccessControl (AC) ~ v v
: i 7 7 v
AclivityGroup a8 Security Role

ExecutablaNede

Classifier I SceurityPermissions - - ~
[trom Kamal ;

5 . - .
; [ addition, we nced the definitions of some new data types to be used in tagged

Element
| (trom: Karmal)

A

- Actor value dofinitions, In Table 2, we will show the new data type stereotypes definitions.
Ctjecihiode SterEotypen tecam UseCasos) All new data types have been derived from the Enumeration Class.
=

SecuraActivily

AN

e «slerpolyper
.| SecurityRole

S
CentralBuflarNode

Table 2. New data types

ateraolypar «stergotype

i W SecurityRequirement | | SecurityPormisélons Name Description” RS T o Values asiociated;y -~ ¢ . |
lj[?ataSmreNods [ Y it represents o type of security roquirement. 1t must he
SecReqType specified for Non Repudiation, Atack/Harm Deteciion, | NR, AD, I, P, AC
Integrity. Privacy or Access Control.
It is an enumeration for possible aperatians over objects | Execution, CheckExecution,
wstaraotyper «stereotyper ';n'! Y?.';, PerOperations in activity diagrams. These operations are related to | Update, Creae, Read, Delete.
Monrepudiation Anack'ﬂ@i’fﬂ st permissions granted over the object ScndReceive, CheckSendRecelive

It is an abstract level that represnts criticality, This

. . ProteciDegree degree can be low (1), medium (m) or high (h): L m. h

y ith seeurity siercotyp 7| Privaey T Tt consists of anenymity (a) or confidentiality {c), i

- - f 2.0 meta-model with secur o eyType yrmity confidentiality (c). i, C

Fig. 1. Extending the UML . ElementName, SourceName,

e Tt represents differcnt security events related to the
tended with steseotypes (m dark) for - | AuvditingValues | security requirement specification in business processes.

ivi “They will be used in ater auditi
A Secure Activily is a stereotype derived [rom Activity. ey wil he used in later auditing
ns. ste - ! ity
y associated with security rcqmrcme.n'ts stcreotypr.s_
ition relationship with «SecureActivity». The prc)[;ol
must be complemented by adding it letters tha
rement that is specified.

DestinationMame, DateTimeSend,
DateTimeReceive, Date, Time,
RoleName

1 shows the UML 2.0 meta-model ex

Figure \
Secure Activity specificatio
«SecureActivitys s strongl
«SecurityRequirernents has & cc{mpos
sed notation for «SecurityRequirements 1
will allow us to identify the type of requi

Next tables will show the stereotypes for secure activity specifications extensively.
“Each stercotype specification contains: name, base class, description, notation,
constrains and tagged values,
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‘Fable 3. Security uctivity and security requirement sicreetypes " ) .
Table 4. Stereotypes specifications for securily requirements

AntdckHarmD
Sy R

NRame: SconfeAclivity Description: A secure Zellvity contins security specifiention relnted 1

. Base Class: Activil roouirements, role identifications and penmissions.

" 11 must be associated al Jeast with one SeeurityReguirement )
context gacurahctivity inv: self.Secu:’i\:yl’{equxrement->sl ze(}r=1

MNatatlosr

Tindic -
N dc:e];:'xdcd?m:c-:"h? degree 10 »yh:ch the stlempt or success of attacks or damages
5 . registered and notified. Aw auditing requireinenl can be indicated in

Conslrains Deseription

Nanie: SecurilyRole Tescription: It comtains. o role specifications. This roles must b ohtained Comment
Buse Class: Actor (fron UseCases) [roum uguess control apdfor privac specificalions : : Constrains |+ [t co —— -
* . [ i = ived froms Autivity. ActivityPartition [t can be only specificd in the diapram el indicated in Table
. The role in the security vole stereatype can e derived from: Activity. clivityPariiliol AVAD: AuditingValues in Tabls |,
andior IntemruptibleActivityRegion {sce Tuble 1) . Tagped context ACEECkHaar;nDenecticn :
Consiraing - It must be associated witlh an access sontrul specification and can be associaled with : Values sel £.AVAD="ElcmentName " v or
R privacy wnd scearity permissions . ) salf.AvAD=*Time"” self . AvAD="Date” or
context SecurityRole inv: self.Accesstonrrol -= s1Z@ 1 == 1 | & Name - o Tegrity - —
context SucurityRole imw: self Privacy -» size{)>= 0 Base Class Security Requirement L %l § Notation

It esiablis s -
” 3 ciwends ure protected from intentional ¢ H T
requirement con be indicated in Comment. ceruption. AN auditing

context gecurityRole inv: 5e1f.5ecuci\:v?ermission ~» gize{)>=_0
Deseriptions 1 contains  permission specifications. A pernissions
sification st eoatain deiitls abour the ohjects and operations involved

Descriprion

Name: SecurifyPermission
Rase Claag; Element (from Kernel)

clated with security role 5 ceification s It o e - .
Y Y v [ can be only spegitied in the diagram elements indicated in Table |

N 1t mnst be s
context SecurityPermission inv: self SecurityRole —»size{)>= 1 Constrains |- The Protection Degree 0
. PR i CC s speciil adedi
- 11 must be associated with Actions, DawaStoreNode or Object¥low | valoe, e specified by adding o lower case letier sevording to PDI tagged
context security?ermissions inv: X : PDI - ProteciDantes i
self .Actionn.size+sell‘.DataStoreNode.s:.ze+se1f .GbjectFlow.5ize=1 v Tagged o Ami“ngv;g!r:“
. 1t must be specified such as Objeots amdl QIperations pairs. ) Values context Integrity imv:
context SocurityPermizuions inv: self.ayT="ElementNane”
: = — Z or == - .
if self.hctions-»size{)=1 then i, Maine: [ . Privin T - ;Se_l_ff' A.VI* D‘Ete or self AvI="Tine”
self.SecPerOperations="Execution® er Buse Class SecurityRequirement R R OCHIASE L Nolation
self .se:Feereracions="Chcckexecution"
ondif . Description f1 indicates the degree to which non a oo .
if self,Datastorencde-»s5 ize(i=1 then P sensitive inforisation. An auditing requiremlelgiucr;&]f ]?ﬂfl:ﬁ‘am :i.vmd“l to oblain m
self. Sec?crOperal;i.ons=‘Updal:e" o . nbe indicaled in Comment.
. . - i L e Ty
=elf,SecPerdperations ="Ceate’ of : Itcan be enly specified in the diagram elements isdicated in Table |
salf,secPerOperatlans= Read” or . * A privacy requirement has one security wle specificati ’
self,Seclkeroperallons =*Dalete Constrains context Privacy imv: self.S pec Ication
endif . The Privacy Type must b P .SeccurityRole -> size{) = 1
if self.Objectflow->pize{}=l then : : ; st be specified adding a Jower case lelier according
i - : - B ai N 0 Pv L
self.SecPerOperatiops="gendreceive or ! privacy type is not specified then anoaymily and confidentiality are comiimd ged value. IF

Pu: Privacy Type

salf. SecPerOpEr&ticn&m"Chucksendrecejve" I T
endif anulc‘:gbm AvPv: AuditingValues
1 S context i .
SecnriyPermissionO) Bﬂ;’r}:vacy inv;
ipti il i el i = - =" T “
Mame: SceurityReguirement Thcacription: Abstract class co aecuwity req : specilicalions. e = RLXL A Rolclame* ox self.AvPv="Date" or sclf.AvPv="Time”
Base Class: Element ([rom Kerncl Eianch securily reguiremehL Lype st be indicated in some. uf its subclusses, . Boe Ol ceessControl. T — — L. —N ime
- i i vl H : st Lluss SceurityRequi : : : utation
- A securily reguiremient must he ussociated with  secure setivily Notation I c‘sl'lb{isgz?::mm n
context SecurityRerquirement inv: Duserint (idclllii-'m;uiu}] :u ; need lo define andfor intensify the wcess control mechanisms
Constrains self,secureactivity -»aizel)=l cseriplivn compononts in; ;m lact'lril:lgmz{n and autkorization) (o restricl access o cerain
. - iagram. iting f L
' The notation must be completed in the subtiass specification for each Comment. y diagram. An auditing requirement can be indicated in

L Cons

a1, 51 st be used ome security fequirement type. o e )
It can b omly specificd in the dingram elements indicated in Tubie 1,

s vuéid o:ly if it is specified al least one security role
ontext AccessControl inv: scif 3 i
~ ) = = — i
— AT ecurityRele —» size() == 1
- Valuos contmxt AccessConcrol dav:
self. —n amen
£.AvAC="RoleName” or self . AvAC="Date* or self.AvAC="Time"

sceurily requireme

SecurityR ::quirem::nﬂ‘ypc: SecheqType

Nolativn

Nanrepudiation .
SecurityRequitement

Rase Class

ny uspect of (he interaction. An

I cuwblishes the need W avoid the denial of aul
audiling reguirenicat can e indicated in Comment

Treseription

eram clements indicated in Table 3.

the dia

Is can be only specified in
AvNr AuditingValues
contaxt Nonrepudiation inv:
self . AvNr="HlementName” oY
self.AvNr="Sourcchame” oF
self.AvN pesgtinationiame” or
selE.Aerz“DateTimeSend" or
self  AVNr= ~DateTimeRecaive”

i 51 Example

Our § . .

Idlln:i;l:illos;rit;veai:ii?:lplle l(st;]e 'Flgurf: 2). desacri_bes a typical business process for the

4 ‘]déntiﬁed x [fJD[[D 5 1nA4 .efllth-car-c_msmunon. In this case, the busincss analyst

‘mp o w:lng ctivity Pamt_im}s: Patient, Administration Arca (which is a
o bt is .“"de.d into A(.:lmjssmn and Accounting middle partitions), and

b edical Area (divided into Medical Evaluation and Exams). ’

agped Yalues
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Adminiatration Area Modical Area
@ Patient Admlssion Accounting Medzcal Evaluation Exams
atien
$ Fill put Cost &
Infcrmatian
Requeat
Accounting Data

A

Clinlcal Data.

Create Empty
Chinical Data

Pre-Admission
Tost

[axams}

Complate
Chnical

@ Clinkcal
information

Evaluatian Patient|
Exams.

Fill out
Cllnlcal Data

{1l Medical

Al Evaluation

Receive Medical
Evaluation

Fill out Patient

Fig. 2. Admission of Patients in a Medical Institution

The business amalyst has considered s}e‘:v;r:i ase‘e)::::e:i'ﬁc:v‘itr}:t);h ?ﬁ?‘e&a;:ﬁfﬁgig
«Privacy» {confidentiality) for ACL'lViL)'f artition “Pat 5 D P e
the disclosure of sensitive information aboul Paulents'.‘ I«Nonre.pu. o D b
defined over the contrel flow that goes from thf action [:I|.] Adr[n)ml?nwi(:t?lha ot
actions “Capture Insurance Information” and flheck C_hnlcaL cz'iascommlw . aim of
avoiding the deniul of the "Admissi.on Request rccept]oln. “ Ic T fom
defined over (he Interruptible Activn)f ch%on. A «Securltyﬂobgn ‘ciar;n e aptble
this specification. /\dmission/Accoupl.lpg will b(.: a rqlc. All objects upible
repl 3 51 ¢ permissions specitication (sce Tal?lc. 5. fAcccss c .
L‘;%:lci;ll::ll::)‘nb;a:(&(z: (i:r((:r(i‘l;?eu?cmcd with audil reguirement, This un.pllcs.:nt:;il:L ::Lul::t
register role pame, date and time ‘ff all events rclatedu l-..) ‘thclzlrcfzﬁ:;ll e FFnu]]y,
Integrity (high} requirement has specified for Data Storcf Chn_uc]: 'nd_lin reql;immcm‘
the business analyst has specified Attack Harm Detection w‘11 audit tErcd R
All events related to altempt or SUCCESS of attacks or damages are Tegis

this case arc clinical information, date and ume).

|
|
|
i
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Tabie 5. «SecurityRole» and «SecurityPermission» specifications

N Ferinlyslony . - ]
Rolg Objects: o Operat |
Capl}lm insurance Exgeution
Infarmatian N .
Action Fill out Cost informati CleckExecution
Admissien/Aceonntizg Clllz:;? Clil::icllrll g:j:? Lon Excoution
Creals Emply Clinical Data Bxecution
DataSwreNode Accounting Data Updale

6 Conclusions and Ongoing Work

The UML 2.0 version, particularly improved for business process rcpresentation
through activity diagrams, opens an opportunity to incorporate security requirements
that allow us to increase this aspect of the systems from eurly stages in software
development. In this paper, we have presented a UML 2.0 exténsion that allows us to
incorporale securily requirements into activity diagrams that wiil increasc the scope of
the expressive ability of business analysts.

The next step should be that of applying an MDA approach o transform the model
(including the security requirements) into most concrele models (i.e. cxccution
models}. Therefore, future work must be oriented 1o enrich the sccurity requirements
specifications, improving the UML extension specification to complement it with
Well-Formedness Rules and OCL.
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