4. APPENDIX

DETAILED REPORT OF MODULES 1 AND 3 RESEARCH RESULTS,
REFERENCES AND OTHER RESULTS, OF PROJECT TEL1998-1020

4.1 Design of a high security infrastructure for Internet.

The first and main achievement of the Module 1 has been the design, development and
implementation of a Public Key Infrastructure (PKI) for the CSIC.

This CSIC-PKI allows to issue different classes of digital certificates for the staff, the servers
and the certification authorities (CA) belonging to the CSIC. Also, the software objects
developed for research groups of the CSIC. Thus, this service provide a mechanism to:

secure the communications (email, SSL links)

improve the access control to the resources

protect the stored data

certificate the origin and authenticity of the software design in the CSIC

CSIC-PKI is included in the certification authority pilot headed by Redlris and it has the
hierarchical structure depicted in Figure 1. The elements included are:

AC-Admin

AR-Tec-Ln

Figure 1.- Herarchical Structure of CSIC-PKI

The elements included are:
GTI-PCA.- Redlris Certification Authority

AC-CSIC.- (OID: 1.3.6.1.4.1.7457.4.2.1.1).- Leader Certification Authority in the CSIC.
Itis signed by GTI-PCA and issues keys and certifications to institutional CAs only.

AC-Admin.- (OID: 1.3.6.1.4.1.7457.4.2.1.2).- Institutional CA, it issues keys and
certifications to Administrative Staff: Higher level Staff, Central Administration Staff,
Directors and Managers of the CSIC Centres.

AC-Tec.- (OID: 1.3.6.1.4.1.7457.4.2.1.3).- Secondary Institutional CA, certification
issuer for technical subjects: technical staff, servers, other CAs, and objects.

AC-Us.- (OID: 1.3.6.1.4.1.7457.4.2.1.4).- Secondary Institutional CA, personal
certification issuer.



RA-Admin, RA-Tec, and RA-Us.- They are the registration authorities (RA) related to
the institutional CAs.

Certification Policies.- Documents describing a set of rules that indicates the
applicability of a certificate issued by the CAs belonging to CSIC-PKI.

o Politica de certificacion de AC-CSIC (OID: 1.3.6.1.4.1.7457.4.2.2.1.1.0)
o Politica de certificacion de AC-Admin (OID: 1.3.6.1.4.1.7457.4.2.2.2.1.0)
o Politica de certificacion de AC-Tec (OID: 1.3.6.1.4.1.7457.4.2.2.3.1.0)

o Politica de certificacion de AC-Us (OID: 1.3.6.1.4.1.7457.4.2..2.4.1.0)

Several schemes for CSIC-PKI were designed and evaluated but the present one was selected
due to its adaptation to the complex structure of the CSIC. It is a modular and easily extensible
to the geographical and administrative distribution of the CSIC. The information of the CSIC-PKI
can be found in http://acer.csic.es .

The utilized OID’s have been assigned by the CTI-CSIC, that has the branch OID
1.3.6.1.4.1.7547.1.4 assigned by RedlIris.

The OID’s specified in this project are composed by the following parts:

1 - ISO assigned OIDs.
1.3 - ISO Identified Organization.
1.3.6 - US Department of Defense.
1.3.6.1 - OID assignments from 1.3.6.1 - Internet.
1.3.6.1.4 - Internet Private.
1.3.6.1.4.1 - IANA-registered Private Enterprises.
1.3.6.1.4.1.7457 - Centro de Comunicaciones CSIC/RedlIris.
1.3.6.1.4.1.7457.1 - Rama asignada por Centro de Comunicaciones CSIC/RedlIris a
centros asociados a Redlris.
1.3.6.1.4.1.7457.1.4 - CSIC-CTI
1.3.6.1.4.1.7457.1.4.1 - Centro Técnico de Informatica
1.3.6.1.4.1.7457.1.4.2 - Objetos relacionados con PKI-X.509
1.3.6.1.4.1.7457.1.4.2.1 - Objetos relacionado con Identidades Digitales
1.3.6.1.4.1.7457.1.4.2.2 - Politicas de Certificacion

More information about these OID’s can be found in http://www.cti.csic.es/OIDs
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Figure 2.- CSIC Public Key Infrastructure scheme.



The results of this module have been transferred to CTI-CSIC (EPO of this project) and
responsible of the CSIC-PKI management. The CSIC-PKI will be started at the beginning of
year 2002.

The second achievement has been the development of a CryptoASP to add cryptographic
strength to any web page based application, compatible with ActiveX.

ASP pages are created using scripting languages such as VBScript or JScript. These
languages have the intrinsic limitation of lacking cryptographic functions to encrypt/decrypt text,
hash documents or generate random numbers. This limitation can be overcome by the creation
of a custom DLL incorporating all those cryptographic functions.

CryptoASP is an example of an ActiveX DLL which adds cryptographic strength to any web
based application. It includes the following functions:

Encrypt: it takes as arguments a first string, representing the passphrase, and a second string,
representing the plain text to be encrypted. By default, it uses RC4 stream cipher, although the
algorithm to be used can be configured.

Decrypt: it takes as arguments a first string, representing the passphrase, and a second string,
representing the cipher text to be decrypted. By default, it uses RC4 stream cipher, although the
algorithm to be used can be configured. Obviously, it must be the same as the algorithm used in
the encryption stage.

Hash: it takes as argument a string, representing the data whose hash must be calculated. The
algorithm used is MD5, although it can be configured.

GenRandom: it takes as argument an integer number and returns a pseudo random number of
length in bytes equal to the first argument.

As any DLL, it can be called from a script in a web page using ASP, or from any other
application compatible with ActiveX. These four functions are implemented as calls to the
CryptoAPI. Depending on the Cryptographic Service Providers (CSP) installed in the hosting
machine, a different range of algorithms with variable key length will be used.

4.2 Design of a secret-key cryptosystems based on unidimensional
cellular automata.

A Unidimensional Cellular Automata (CA) is a line of sites, called cells, with each site carrying
the value x; T GF(2). The cell values evolve synchronously in discrete time steps according to
the values of other neighbour cells following a function or rule F . Although several authors have
forecasted good prospects for the use of CA in Cryptography, our experience points to the
opposite direction. From the very moment we started studying running-key generators based on
CA, a clear conclusion was reached: Cellular Automata are not adequate structures to generate
running-key sequences. In fact, the binary sequences obtained from the CA are defined by the
following characteristics:

Poor Statistics appreciated in such sequences (no balancedness, non-uniform
distribution of 0’'s and 1's along the sequence, computation of wrong number of 0’'s and
1I'sruns..)

Low values of their linear complexity
Short periods
Unsatisfactory results in correlation tests

Never the less, there is a possible way of application of CA in Cryptography that we are
considering presently. It can be summarised as follows:

The shrinking generator (SG) is a running-key generator made up of two different Linear
Feedback Shift Registers (LFSR1 and LFSR2). The output sequence of such generator is a
decimation of the output sequence of the LFSR1 according to the digits of the LFSR2 output
sequence. That is to say, the SG output sequence is an irregular decimation of a PN-sequence.

Until now, we have realized that for specific LFSRs’ lengths and feedback polynomials, the SG
output sequence coincides with the sequence generated from a CA. More precisely, it coincides



with the CA corresponding to rule 90 (that is, the content of a cell at time t is the exclusive-OR
of the contents of the two adjacent cells at time t - 1). This fact allows us to move from a non-
linear structure such as the irregular decimation of a PN-sequence to a linear structure such as
a CA with a particular rule.

At the moment our work is centered on two different goals:
Definition of the correspondence SG — CA for any couple of LFSRs in the shrinking generator.
Cryptanalysis of the shrinking generator in terms of its equivalent cellular automata.

Due to the non-satisfactory results obtained from the CA, we focussed our attention on another
more conventional class of running-key generators such as the non-linear filters applied to
LFSRs. That is the subject of the sections 1 and 2 in this report as previously explained (2.3).

Section 1:

This section includes a theoretical study on non-linear filters considered as running-key
generators. The emphasis is on cryptographic properties of these generators such as period
and linear complexity of their output sequences.

Among important results we can enumerate:

A mathematical modelling of non-linear filters, the so-called Sequential Decomposition in
Cosets, that allows us to study easily the period and linear complexity of the obtained
sequences.

Computation of the number of non-linear filters applied to any L-stage LFSR producing
sequences with maximum period and linear complexity. The final result of this computation is
that the probability of choosing a non-linear filter whose sequences have maximum period and
linear complexity is P = 0.997 for LFSR of length 127.

A practical method to design non-linear filters whose output sequences have period and linear
complexity adequate for their cryptographic application in secret-key cryptosystems.

A geometric interpretation of the linear complexity for binary running-key generators of low
order.

RESULTS:

Software: There is not a great deal of software production as the majority of the results have
been exclusively theoretical. Nevertheless, several programmes have been written (in C++) in
order to check the numerical values provided by the above mentioned results.

Publications: [G-VF99], [FG-V99], [FC99], [FUS99], [FCO0], [G-VF00], [FG-VO01], [FG-V00a],
[G-VF99a], [G-VF99b], [G-VF99c], [G-VFI9d].

Doctoral Thesis: Cotas de complejidad lineal para criptosistemas seguros en comunicaciones
de banda ancha.

Student: Luis Javier Garcia Villalba.

University: Universidad Politécnica de Madrid.

Faculty: Dpto. de Lenguajes y Sistemas Informaticos e Ingenieria del Software. Facultad de
Informatica.

Year: June, 1999.

Grade: Sobresaliente CUM LAUDE.

Section 2:

It is a well known fact that a binary sequence of cryptographic application must be balanced.
Roughly speaking, a binary sequence is balanced whether it has approximately the same
number of 1's and 0’s. Due to the long period of a cryptographic sequence (about 10*° ), itis
unfeasible to produce an entire cycle of such a sequence and count the number of 1's and 0’s.
Therefore, in practice, portions of the output sequence are chosen randomly and the frequent
test (monobit test) is applied to all these subsequences. If all of them pass the statistical test,
then the generator is accepted as “being balanced”. Nevertheless, passing the frequency test
merely provides probabilistic evidence that the generator produces a balanced sequence.

The problem we dealt with can be tackled as follows:



Given a generating function of a LFSR-based generator, we go to compute the number of 1's
and 0O’s in the generated sequence. This computation is based exclusively on the particular
form of the generating function.

In this way, the balancedness of the sequence can be easily determined. If the sequence were
not balanced in a strict sense, then the degree of deviation from the theoretical value could
always be derived. The algorithm that carries out this computation was first developed for non-
linear filters (only one LFSR). Later, a generalisation of this result was applied to combination
generators (more than one LFSRs). At the same time and as a straight consequence of this
algorithm, two additional results were obtained:

An easy design strategy to generate guaranteed balanced sequences.

A method of boolean function conversion from Algebraic Normal Form (A.N.F.) into minterm
representation.

RESULTS:

Software: A programme written in C++ that implements such an algorithm.
INPUT: The particular form of the non-linear generating function
OUTPUT: The precise number of 1's and O’s in the obtained sequence.

The execution time of this algorithm depends on the function form and the number of terms,
ranging in the interval [a couple of hours — 2.5 days] for the cases we have considered. The
programme ran on a PC (Pentium Ill , 800 MHz with 256 Mb of RAM).

Publications: [G-MF00], [G-MFGO01], [FUS02], [FG-MO01] In addition two different articles have
been submitted to two specialized Journals.

Section 3:

In this section an algebraic cryptanalysis of the A5/2 algorithm for data protection in the GSM
mobile communication system is described. Due to different weaknesses of this system
concerning frequent re-initialisation, bad distribution of the feedback taps of the LFSRs as well
as small number of skipped bits during the re-initialisation process, the output bits of this
generator can be reconstructed in a rather efficient way. The attack is essentially one method of
reconstructing such linear relations.

The cryptanalytic method can be summarized as follows:

A system of 64 non-linear equations of second order in 64 unknowns (the initial contents of the
LFSRs) is first written. Later, the system is linearized giving rise to 719 equations with the same
number of unknowns. When we tried to solve such a system of linear equations, we found that
due to the weaknesses above mentioned we could not get 719 equations linearly independent.
At most we got about 680, the rest were just linear combinations of the previous ones.
Consequently, given a set of known output bits in the range of the number of linearly
independent equations, we could deduce the majority of the resulting sequence as a linear
combination of the known bits. The bits non-reconstructed correspond to degenerate cases
including pivoting. At each clock pulse of the generator, a new equation is added to the system
and its rank is checked. If the rank is not increased and the pivoting case does not take place,
the corresponding unknown bit of the output sequence is calculated easily. The degenerate
cases are not frequent. In any case, since the algorithm A5/2 is used for encryption of speech,
the understandability of the reconstructed signal is not radically affected by the loss of a short
run of degenerate bits.

In order to carry out this reconstruction, only 4 frames of known bits, not necessarily separated
by a fixed distance, are required. Unlike other cryptanalytic methods found in the literature, this
algorithm always finds the solution. The time complexity of the attack is 2. A process of
precomputation enables this cryptanalytic algorithm to find the solution much faster. If the
solution space is divided into independent parts associated with independent computers in a
rather small network, then the solution can be found in real time. The method is also applicable
to the cryptanalysis of similar schemes.

The implementation of this algorithm runs on a PC (Pentium Il , 800 MHz with 256 Mb of RAM).
For the same secret key given in http://crytome.org/gsm-a512.htm, 1999, the program spent 2.5




hours to find the solution.

RESULTS:

Software: A programme written in Pascal that implements such an algorithm.
Publications: [PFO00], [PF02],

Section 4:
This section deals with the application of the edit-distance technique to Cryptanalysis.

The edit-distance measure is defined as the minimum number of elementary edit-operations
(deletions and substitutions) needed to transform a sequence X into a sequence Y. Restrictions
on the length of the deletions and/or substitutions runs are also permitted.

The edit-distance technique can be applied to the cryptanalysis of running-key generators
based on LFSRs whose decimated output sequences are the inputs to the non-linear
generating function. In practice, the decimation devices are also LFSRs. The running-key
sequence is currently modelled as an additive noise on the output generator sequence.

In edit-distance terms, a deletion can be interpreted as the decimation of a bit in the output
LFSR sequence as well as a substitution can be interpreted as the addition of a noisy bit.
Consequently, given the output sequence from a LFSR with a particular initial state before
decimation (sequence X) and the output sequence from the generator after the addition of the
noise (sequence Y) the edit-distance technigue can be applied as follows:

Step 1. Compute the edit-distance between sequences X and Y. If this value is under a pre-
defined threshold, then the LFSR initial state is accepted as solution candidate. Otherwise such
an initial state is rejected.

Step 2: For every candidate state, reconstruct its corresponding decimation sequence and
generate the final output sequence.

Step 3: Such an output sequence is compared with the intercepted running-key sequence
(Hamming distance). If the number of coincidences is within a tolerance range, then that
particular initial state is accepted as solution to the problem. Otherwise, take a new candidate
state and goes to step 2.

The attack is effective and the solution to the cryptanalytic problem (that is to say the
determination of the LFSR initial states) can be found. The performance of this technique is
clearly limited by the lengths of the LFSRs involved in the generating scheme.

RESULTS:

Software: A program written in C++ that implements such an algorithm.

Publications:

[PFDO1]

In this moment, there is in preparation an article to be submitted to a specialized Journal.

The stay of Dr Slobodan Petrovic in our Department for one year (April 2000 — April 2001) has
been the first contact with the Department of Cryptography Faculty of Electrical Engineering of
the University of Belgrade (Yugoslavia) considered as a leader group in the field of
Cryptanalysis of secret-key cryptosystems. We keep a close relationship to the members of this
cryptographic team in particular to Dr Jovan Golic and Dr Miodrag Mihaljevic.
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Profesores: A. Herrero Pertierra, J. M. Bolafios Ladron de Guevara, J. Hierro Diaz, A. Chicharro
Ruiz, D. de la Guia Martinez

Duracion: 20 horas

PATENTS

Autores: Gonzalo Alvarez Marafién, Amparo Fuster Sabater, Dolores de la Guia Martinez,
Fausto Montoya Vitini y Alberto Peinado Dominguez.

Titulo: Método y aparato para cifrado en blogue de datos.

NUmero de publicacion: 2.123.443

Afo: 1999, 16 de Septiembre.

Pais: Espafia. Entidad titular: CSIC.



CONTRACTS

Empresa: VISA INTERNATIONAL, California, (USA)

Contrato : Security evaluation of the Common Electronic Purse Specif ication (CEPS).
Empresa: VISA INTERNATIONAL, California, (USA)

Contrato: Security evaluation of the version 2.1 of the “Common Electronic Purse
Specifications”, developed by CEPSCO

Empresa: AIRTEL MOVIL, S.A.
Contrato: Curso de criptografia aplicado a telefonia GSM
Empresa: AIRTEL MOVIL, S.A.

Contrato: Evaluacién de la seguridad de los algoritmos de cifrado e identificaciéon en telefonia
GSM y recomendaciones para su mejora

COLLABORATION WITH OTHER RESEARCH GROUPS
Prof. Alan Mackay, Birkbeck College, University of London, (UK).

Dr. Wolf Jung, Institut fur Reine und Angewandte Mathematik, RWTH Aachen,
(Deutschland)

Prof. Jovan Golic, Prof. Miodrag Mihaljevic, and Dr. Slobodan Petrovic, Department of
Cryptography Faculty of Electrical Engineering of the University of Belgrade
(Yugoslavia).

Prof. Alfred Menezes from the Centre for Applied Cryptographic Research (CACR) in
the University of Waterloo (Canada).

Prof. Jeffrey Shallit, Dep. Of Mathematics, University of Waterloo (Canada).

Prof. Amalia Orue, Prof. Bertha Soriano and Prof. Enrique Castro, Faculty of Electrical
Engeneering, Universidad de Oriente, Santiago de Cuba, (Cuba).

D. Miguel Angel Fernandez Sanjuan, PhD (UNED). Escuela Superior de Ciencias
Experimentales e Ingenieria de la Universidad Rey Juan Carlos. Madrid, (Espafia)

Prof. Michael Peter Kennedy PhD(Calify FIEEE. Department of Microelectronic
Engineering University College Cork Lee Maltings. Cork, (Ireland).

Dr. Keith M. Briggs. Complexity Research Group, BTexaCT Research.
Martlesham Heath, Suffolk, (UK).

Dr. Marius-F. Danca, Department of Mathematics, Spiru Haret College. Cluj-Napoca,
(Romania).



