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1. PROJECT OBJECTIVES   

 
In this project, a system for the access and distribution of multimedia services is 
proposed. Especial attention is paid to Video on demand and near on demand services, 
where interactivity and quality of services are a key issue. The main objective is to 
develop an efficient and accurate transmission method joint to an effective network 
resource assignment. For that purpose, the entire system will be simulated and 
intensively evaluated. It is necessary to remark the novel addition of security 
techniques, ciphering the transmitted traffic and authenticating the user access by using 
intelligent cards or CD-ROM cards. 
The proposed service starts when a client wants to view any multimedia content. The 
client accesses the server Menu via a web browser. After that, the client can select his 
own preferences: film or content to retrieve, speed connection, quality requirements, 
etc. Once the server knows exactly what the client wants, he asks for an electronic 
payment. When this is done, the server returns to the client the data he will need in 
order to get the multimedia stream. Usually, he gives to the client the name of the host 
where the data can be found and a socket port where to connect. Finally, the client is 
able to connect to the video stream bomb to get the purchased content. 
 
Timetable of task to develop: 

 

Task Description First year Second year Third year

Task 1. Platform instalation and management
x|x|x|x|x|x|x|x|x|x|x|x x|x|x|x|x|x|x|x|x|x|x|x x|x|x|x|x|x|x|x|x|x|x|x

Task 2. Definition and preliminary implementation of work packages.
Simulation of efficient bandwidth management and QoS parameter identification.x|x|x|x|x|x|x|x|x|x|x|x x|x|x|x|x|x|x|  |  |  |  |   |  |  |  |  |  |  |  |  |  |  |
Study of transmission techniques and Internet protocols.
Develop of a MPEG-II Video coder-decoder software and ciphering algorithms.
Task 3. Testbet implementation an integration. Network QoS configuration.
Develop of the efficient and secure MPEG-II transmission sender and receiver,   |  |  |  |  |  |  |  |  |  |  |   |  |  |  |  |  |  |  |x|x|x|x x|x|x|x|x|x|x|x|  |  |  |
SSADE user interface and secure functionalities on the service access.
Task 4. QoS evaluation. Efficient network resource analysis.
Server and network resources requirements for video on demand services.   |  |  |  |  |  |  |  |  |  |  |   |  |  |  |  |  |  |  |  |  |  |  |  |  |  |x|x|x|x|x|x|x|x
Subjective image quality degradation on congested networks

 
 

Cost summary in pesetas: 
 

Annual Payment
   First year   Second year    Third year Total

Durable equipment 3.200.000 3.200.000 3.200.000 9.600.000

Consumables 300.000 300.000 300.000 900.000

Travel and Subsistence 1.500.000 1.500.000 1.500.000 4.500.000

Total Costs 5.000.000 5.000.000 5.000.000 15.000.000

Overhead Costs (12%) 6.000.000 600.000 600.000 1.800.000

Contribution from CYCIT
5.600.000 5.600.000 5.600.000 16.800.000

 
 
 
 
 

 
 
 
 
 
 



 
 
 

2. LEVEL OF SUCCESS  
 

2.1. Results on efficient video transmission   
 
The high level of QoS needed for VBR video services together with its bursty nature difficult the 
efficient use of transmission channels. In order to improve this channel utilization efficiency, some 
services based on dynamic resources allocation have been analyzed. In this project, two new 
mechanisms to carry out these kinds of services for VBR MPEG video transmission have been 
proposed. The first method is based on a previous characterization of VBR MPEG video traffic that 
gives rise to a bidimensional MMFP model. The own nature of this model allows identifying three 
levels of activity (regular, high and great) in the VBR video sources. Moreover, the threshold values 
between these levels are also provided. The second method is used on prerecorded video sequences 
where a pre-processed analysis is performed in order to determine the exact bandwidth requirements 
on the transmission considering the receiver buffer fullness.  These methods take advantage of 
MPEG-2 SNR scalability possibilities and traffic smoothing methods. The use of smoothing techniques 
to remove the periodic fluctuations of the bit rate generated by the codification modes of the MPEG 
algorithm is very suitable in video transmission. In this way, the multiplexing gain is maximized and the 
resource allocation is reduced on packet networks. 
To implement the first method a new element, called Supervisor and Controller (SC), has been 
developed. Its functionality consists of requesting and releasing network resources as a function of the 
video source activity level. Moreover, if the requested resources are not available, the SC regulates 
the source bit rate in order to agree the traffic contract with the network. This functionality can be used 
also in situations of network congestion. The bit rate is adjusted for real time coded video by means of 
the increment of the quantification parameter Q. In this case, a new VBR MPEG traffic shaper is used. 
This shaper use prediction techniques to smooth the traffic. The applied technique is based on the 
characterization of real traffic as an ARIMA process.  
The benefits achieved with the renegotiation system have been quantified in terms of renegotiation 
gain. In this sense, the classical VBR service has been compared with the proposed renegotiated 
variable bit rate (RVBR) service. The main observed consequence is the decrement of the 
renegotiation gain when the number of multiplexed video sources is increased. This is due to the fact 
that with a large number of multiplexed sources the VBR service achieves the optimal resources 
allocation. Therefore, the 3 levels RVBR service can not offer a better performance. Thus, the 
advantages of services with bandwidth renegotiation in front of the classical VBR service appear when 
the number of multiplexed sources is smaller. 
In order to validate the functionality of the proposed SC element some experimental results have been 
performed. First, a situation where renegotiations are always blocked has been studied and the 
behavior of the SC has been validated. Later, the SC functionality has been tested when 
renegotiations are allowed after a processing delay. Finally, some simulations with four real traffic 
traces have been carried out in order to validate the generality of the threshold values between activity 
levels. Also, the new shaper scheme has been compared with the classics storing systems. The main 
disadvantage of these systems is the delay introduced in each frame. Nevertheless, the new scheme 
has a smaller and bounded delay. This characteristic allows to employ this shaper for interactive 
services, where small delays are needed. 
The second proposed method is based on the renegotiated constant bit rate (RCBR) mechanisms. 
Among all dynamic resource allocation techniques RCBR is the simplest one. In these, a source can 
renegotiate its contract rate to the network by sending a signaling message in which increase or 
decrease of the present rate is asked for. If the network admits the renegotiation, the source can send 
data to a new constant rate. In other case the video encoder will have to adapt to the available rate or 
the exceeding information will be lost and a degradation of quality of service will occur. The most 
important parameters when designing a RCBR service are contract rate levels and instants when 
renegotiation takes place. Different ways of determining these parameters are taken depending on the 
type of video service desired. If a stored video-on-demand service is wanted, an optimal renegotiation 
pattern can be calculated a priori. 
The proposed 2-RCBR technique has the aim of balancing high bandwidth efficiency with simple 
preprocessing algorithms. The simulation results present a suitable adaptation of the 2-RCBR 
algorithm to deliver MPEG2 scalable sequences into the network. The method not only allows a 
proper delivery but also provides a simple and fast method of controlling call accepts in a video server. 



 
 

2.2. Operation and security in video on demand service 
 
Little by little troubles related to bandwidth and QoS have been overcome in current multimedia 
communications. As these problems are being solved security concerns have getting increasing 
significance in data, voice and video transmissions. When cryptographic techniques want to be added 
to advanced video services such as video-on-demand many aspects have to be considered. First of all 
multimedia requirements are very time-restrictive, this is why unreliable protocols such as UDP are 
used, so ciphering techniques cannot rely on transport protocol and they may be fitted to isolated 
protocol data units (PDU), in any other case, a packet loss will cause forward errors. Secondly, 
ciphering algorithms may not increase significantly the packet delay. If this occurs, security increase 
will lead to visual quality decrease or excessive transmission delay, and interactive services will not be 
possible. Finally, when commercial services are being offered, aspects related to secure payments, 
server fraud protection and client rights have also to be studied. 
The Security Module in SSADE (Secure System for the Access and Efficient Distribution of Multimedia 
on Demand Services) has centered his investigations in two main items: Secure and Anonymous 
Payment and Ciphering Techniques for protecting data from eavesdroppers. All this work was 
developed to join the other modules efforts so a common video server architecture was considered.  
The first important point to cover by the Security Module was the prevention of privacy. It should be 
impossible to anyone but the server to know what the preferences of the client are. This is a well 
known subject in nowadays open communications. Typically these kind of matters are solved by using 
SSL (Secure Sockets Layer) protocol. Our prototype has a Secure Web Server to which the client is 
connected. The client can verify the server identity and be sure to whom he is asking for multimedia 
content. Identities are guaranteed throw digital certificates issued by an own Certificate Authority. 
Once the content data based is looked up and the service is chosen, the client will be asked for a 
payment. The simplest scheme for secure payments consists of three parties: the seller, the buyer and 
the bank. The buyer, the one who asks for a certain service and must pay for it. The seller, that who 
offers the service and will receive money for it and the bank (or financial institution), a third party from 
which the buyer’s money is drawn and to which it is returned as seller’s income. Likewise, this scheme 
is divided in three actions: withdrawal, payment and deposit. According to the time when these actions 
take place the secure payment methods could be classified into pre-payment, instant payment and 
credit. 
When electronic payments are considered, new features arise. In some cases it is desired that the 
client identity will remain anonymous. This seems a contradiction with identity guarantee, but can be 
overcome if we assure the client is an authorized purchaser although we do not know his actual 
identity. When these new features are offered new threads appear: token forgery and double 
spending. The method must prevent anyone from being capable of issue a valid token (or electronic 
coin), furthermore a valid token (issued by the authorized entity) must not be used more than once. 
Usually, when such payment features are desired, tamper-proof devices as smartcards are used. 
The Secure Payment method in SSADE project protects client identity (is anonymous) and warrants 
the seller to be paid for his services. It is also an off-line and pre-payment method. It avoids token 
forgery by using public key cryptography and hardware devices. It also prevents double-spending by 
using spent-tokens data bases.  Instead of using smartcards, the SSADE payment method uses CD-
ROM cards containing valid token and seller data. 
As we mentioned before, the data should be protected from unauthorized third parties. This is easily 
achieved by means of symmetric ciphering. The inclusion of ciphering algorithms in multimedia 
communications is critical in terms of time. Cryptographic techniques must not add significant delay to 
data transmission or excessive packet loss due to time constraint violation will occur.  
The SSADE project includes symmetric ciphering to the data stream, but it distinguishes between 
server side and client side due to its different hardware features and time requirements.  
a) Client Side. This is the less time restrictive side cause usually just one multimedia stream will be 

deciphered by a client. In the other side, it is important to the client to be as much universal as 
possible. This is why the client side will be developed in JAVA language. This allows the client to 
be loaded via web by using the applet technology. This chooses greatly simplify the development 
of the client side since JAVA has a wide variety of cryptographic tools. The study and right election 
of the cryptographic tools of the client side was another important item in the SSADE Security 
Module. 

b) Server Side. Typically, a multimedia server can serve of the order of tens of video streams. This 
reduces at most the computational load that can be offered to the server. An optimized C 



programmed DES algorithm has been developed in order to allow the server to cipher many 
different streams without having an effect over the total delay. This optimized version offers a 
throughput of 30Mbps over a 500 Mhz P-II. 

 
2.3. Experimental QoS network enviroment 

 
The client-server system designed for this study will be implemented on LINUX operating system. This 
implementation allows the study of the system in a controlled scenario to validate the QoS 
performance of video streams. The system topology consists of three nodes. The client is accessing to 
one node, while the server is supposed to be connected to a far end node. We use UDP/IP to transfer 
information between the server and client. In the middle, there is an intermediate Linux routing node 
that enables the introduction of QoS on the network. We use a traffic source generating best-effort 
traffic between the routing and the client nodes to simulate the network dynamics.  
The resource reservation protocol assumed is RSVP. In this operating system,  RSVP daemon acts as 
a user space process that handles the traffic control done by the LINUX kernel. RSVP will create and 
handle queue disciplines, classes and filters -in the router device- as needed by the resources 
reservations requested from the client applications in order to provide the requested QoS. 
In this Project, RSVP Version 1 from USC ISI (University of Southern California, Information Sciences 
Institute) has been used. USC Information Sciences Institute (ISI) has taken a leading role in the 
development of RSVP and Internet Integrated Services. Much of this work has been done under two 
successive RSVP projects which were funded by DARPA ITO.  
 
 

3. RESULTS   
 
 

3.1. PhD theses  
 
Two PhD theses have been presented for the research staff of this project. Exact 
references of these works are included on the Appendix A. 

 
3.2. Publications   
  
Several publications have been published as results of the research works developed 
by research staff of this project. Exact references of these works are included on the 
Appendix B. The profit of this work is reflected on this summary: 
 
Number of International magazine publications: 1 accepted and 1 submitted 
Number of National magazine publications: 1 published 
Number of International Communications Conferences: 12 published and 1 submitted 
Number of National Communications Conferences: 7 published 
Number of Internal Reports: 2  
 
3.3. Patents 
 
"Procedimiento para realizar pagos a través de Internet mediante una tarjeta de pago 
basada en CDROM no circular". Josep Pegueroles, Francisco Rico. Patent number 
200002611. 

 
3.4. Technolgy transfer. Participation in other national and international 

projects.  
 
This project is not related on other national or international technology transfer projects. 
 
3.5. Collaboration with other research groups  
 
This project is not related on other national or international technology transfer projects. 

 



 
Appendix A. PhD theses. 
 

Title: Contribución a la Evaluación y Dimensionado de  

 Nodos y Enlaces en Redes de Alta Velocidad. 

Author:    Esteve Pallarès Segarra 

Advisor:                Dr. D. Joan García Haro 

Date:                           6-june-2001 
 

     Title: Contribución al Modelado y Caracterización de Nodos en 

Redes de Banda Ancha. Aplicación al Multiplexor Inverso 

ATM. 

Autor:    Mónica Aguilar Igartua 

Advisor:                Dr. D. Joan García Haro 

Date:                           21-january-2000 
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